NHOOPMAILIMOHHAS ITAMATKA
JJ1 OBYYAIOINNXCA

C KaXbIM Ir0JIOM MOJIOJIE’)KU B UHTEPHETE CTAHOBUTHCS OOJIbILE, a IIKOJIBHUKU OJHHU U3 CAMbIX
aKTUBHBIX Ioib30Barenel PyHera. Mexny TeM, @IIOMMMO OrPOMHOTO  KOJIHMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT U MpoOJeMbl. DTa MaMsTKa JO/DKHA IOMOYb Tebe 0e30macHo
HaXOJUThCS B CETH.

KomnbroTepHbie BUPYCbHI

KommbroTepHbiif BUpYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTpaMM, OTIUYUTEIHHON
0COOEHHOCTBIO KOTOPOM SBISETCS CIIOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHune K 3TOMYy,
BUPYChl MOTYT TIOBPEIUTh WM TOJHOCTBIO YHHUYTOXWUTh Bce (hailibl W JIaHHBIE,
MIOJIKOHTPOJIbHBIE TOJIB30BATENI0, OT MMEHU KOTOPOTO ObUIa 3alyllieHa 3apaKeHHas Iporpamma,
a TaKke TMOBPEAUTh WIHM JaK€ YHUUTOXXUTH OINEPAIMOHHYIO CHUCTEMY CO BceMHu (QailiamMu B
1esnoM. B 60obIIMHCTBE CllydaeB pacIpOCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTtoabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIN YPOBEHD 3alLUTHI
OT BPEJOHOCHBIX MTPOrPaMM;

2. TloctosiHHO YycTaHaBnuMBaik mayTH (IMQpOBBIE 3amaTKH, KOTOPbIE aBTOMATHUECKH
YCTaHABIMBAIOTCS C IENbI0 JOpa0OTKM TpOrpamMMbl) M JIpyrue OOHOBJIECHHUS CBOEH
OTIepaLIMOHHON cucTeMbl. CKauMBail UX TOJIBKO ¢ odumansHoro caifita pazpadorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMAaTHYECKOTO OOHOBIICHUS, BKIIFOUH €r0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IIOA ITPpaBaMHM IIOJIB30BATEIIA, @ HE aIMHUHUCTPATOpA. 9TO0 HE
IIO3BOJIMT GOHBI_HI/IHCTBY BPCAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATHCA Ha TBOCM IICPCOHAJIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE IPOTPaMMHBIE TNPOAYKTHI H3BECTHBIX IPOU3BOAMTENIECH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (pU3HYECKHUA JOCTYH K KOMIIBIOTEPY ISl TOCTOPOHHUX JIMIL;

6. Hcnonb3yil BHeUIHHE HOCUTENIH WH(pOpMalUM, Takue Kak (uemika, Tuck wiu Qailn u3
HWHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkphIBaii KOMIBIOTEpHBIE (HAiiNIbI, TOTYUYEHHBIE U3 HEHAJEKHBIX MCTOYHHKOB. [laxke Te
(haiisbl, KOTOPBIE TTPUCITAN TBOK 3HAKOMBIN. JIydIlie yTO4HH y HETO, OTIPABIISI I OH TeOE UX.

Ceru WI-FI

Wi-Fi - 310 He BU nepeaun JaHHBIX, HE TEXHOJIOTHsI, a BCETo JUIb Open 1, Mapka. Eme B 1991
rofly HMIEpJaHJCcKas KommaHus 3apeructpuposana Openn "WECA", dro o6o3Havano
cinoBocouetanue "Wireless Fidelity", koTopsrit nepeBoauTcs Kak "O0ecpoBOHAS TOYHOCTH".

Jlo Harlero BpeMeHH Jolua apyras abOpeBuarypa, KoTopast sBISIETCS TaKOH )K€ TeXHOJIOTHEH.
Oto ab6peBuatypa "Wi-Fi". Takoe Ha3BaHMe ObLIO JAaHO C HaMEKOM Ha CTaHIApT BbICILEH
3ByKkoBoH TexHHKH Hi-Fi, uTo B mepeBo/ie 03HayaeT "BbICOKasi TOYHOCTD'.

Ja, OecrmylaTHBI HMHTEPHET-IOCTYN B Kade, OTensIX M a’dponopTax SBISIETCS OTIMYHOU
BO3MOXHOCTbBIO BbIX0Ja B MHTepHET. HO MHOIMe 3KCHepThl CUMTAIOT, YTO 001Ie10cTynHble Wi-
Fi cetn He sBnsAI0TCS G€30MaCHBIMHU.



CoBeTblI 110 6€30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBoro nmuuHyro nHpopMmamuio dyepe3 odmenoctynusie Wi-Fi cetu. PaGotas B
HHUX, KCJIAaTCIIbHO HC BBOAUTH MAapOJI JOCTYIIA, JIOTUHBI U KAKHC-TO HOMEPA,

2. Hcnonp3yit u OOHOBISI aHTUBUPYCHBIE TporpaMMbl U OpaHamayep. TeM cambiM Tbl
obe3omnacuiib ce0s OT 3aKavyKu BUPYyca Ha TBOE YCTPOIMCTRO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimroun ¢ynkmuro "OOmmii goctyn k (daiinmam u npuaTepam’.
JanHast QyHKIMS 3aKphITa 110 YMOJYAHHUIO, OJIHAKO HEKOTOPBIC IMOJIb30BATEIN aKTHBUPYIOT €€
JUTS yIOOCTBA MCITOJIB30BaHMS B paboTe Wi ydeoe;

4. He ucnions3yii myommunsiii WI-FI st mepenaun TUYHBIX JaHHBIX, HAlpUMEp Ui BBIXOJA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO IOYTY;

5. WUcnone3yii Tosbko 3ammiieHHoe coenunenne depes HTTPS, a ne HTTP, T.e. mpu mHabope
BeO-anpeca BBoaU UMeHHO "https://";

6. B mo6unsHOM Tenedone otkmoun ¢pynkuuto "lloakmouenne k Wi-Fi aBromatuuecku". He
JIOTTyCKail aBTOMAaTUYECKOT0 MOAKIYEeHHs ycTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

CounajabHble CeTH

ConuasibHbIe CEeTH aKTHBHO BXOAST B HAIly KH3Hb, MHOTHE JIIOAU PabOTAlOT M KHUBYT TaM
noctosinHo, a B Facebook yke 3aperucrpupoBaH MILIHAp] YENOBEK, YTO SIBISETCS OJHOM
CellbMOM BceX JkuTenell IuraHeTsl. MHOTHE MOJb30BAaTENM HE MOHUMAIOT, YTO HH(OpManus,
pa3MeleHHasl UMU B COI[MAJIBHBIX CETSIX, MOKET ObITh HalJileHa U HCIOJIb30BaHa KEM YroJIHO, B
TOM YHCJI€ HE 00513aTeNIbHO ¢ OJIaruMHU HaMEePEHHUSIMHU.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COIHAJIBHBIX CETHAX:

1. Orpanuupb cnucok apy3eil. Y TeOst B Ipy3bsSIX HE JODKHO OBITh CIy4ailHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amumaii CBOI YacCTHYIO XM3Hb. He ykas3wiBail maponu, TenedoHBI, aapeca, JaTy TBOETO
POXKIEHUS U JPYTYIO JUYHYI0 MH(POPMALHKIO. 3JIO0YMBIIUIEHHUKH MOTYT HMCIOJb30BaTh JaXe
MH(pOPMALIHIO O TOM, KaK Thl U TBOU POJUTENHN IUTAHUPYETE IPOBECTU KAHUKYJIbI;

3. 3ammimai CBOI PEMyTalMIO - JIEPKU €€ B YHUCTOTE M 3ajgaBail cebe BOMPOC: XOTed OBl THI,
9TOOBI Jpyrue MOJh30BATENH BHUACIH, YTO THI 3arpyxaemib? [lomgymaii, mpexae 4eM 4YTo-TO
OIyOJIMKOBaTh, HAIIMCATh U 3arPy3UTh;

4. Ecnu TBI TOBOpHULIb C JIFOABMH, KOTOPBIX HE 3HACIlb, HE UCIOJb3YHl CBOE peajbHOE UM U
JPYTyI0 JUYHYIO HHPOPMALIUU: UMsI, MECTO JKUTEIIBCTBA, MECTO Y4eObl U IIPOYEE;

5. Uzberaii pazmemnienus ¢ortorpaduii B UnTepHeTe, rae Thl M300pakeH HAa MECTHOCTH, IO
KOTOPOW MOHO OIPENEIIUTh TBOE MECTONOJIOKEHHE;

6. Ilpu peructpanmu B COIMAJIbHOH CETH HEOOXOAMMO HCIIOIB30BaTh CIIOXKHBIC IAPOJIH,
cocrosmue u3 OykB v U(p ¥ ¢ KOJTMYESCTBOM 3HAKOB HE MECHEE §;

7. JIns counanbHOW CEeTH, MOYTHI U IPYTUX CAaHTOB HEOOXOAMMO HCIOIB30BATh PAa3HbIC MAPOIIH.
Torna ecnau Te0s B3710MarOT, TO 3JI0YMBILIUIEHHUKH MOJIyYaT JAOCTYI TOJIBKO K OJJHOMY MECTY, a

HE BO BCE cpasy.

QHCKTPOHHLIC JACHBI'



DNEeKTPOHHBIE JIGHBIW - 3TO OYECHb YJIOOHBIA CMOCOO TIUIaTeXEH, OJIHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOpBIe XOTAT HOJIytII/ITB 9TU OCHBI'U.

DJIEKTPOHHBIE JEHBI'M TMOSBUJIUCh COBCEM HEJABHO M HMMEHHO U3-32 3TOI0 BO MHOTHX
rocyiapcTBax J10 CUX IOp HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHHM (QyHKIMOHMPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, I/I€ UX Pa3JAeisaioT Ha
HECKOJIBKO BHJIOB - AaHOHMMHBIE U HE aHOHUMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOpBIX paspeliaercs MpOBOJUTh omnepauunu 0e3 UACHTU(UKAIMM TOJb30BaTeNsd, a B
HEaHOHUMHBIX UICHTHU(PHUKAINS TOJIB30BATEINs ABISETCS 0053aTEIbHOM.

Taxoke ciaenyeT pa3nuyaTh 3JEKTPOHHbIE (PUATHBIE J€HBIU (PaBHBI FOCYJapPCTBEHHBIM BaJIIOTAM)
Y DJIEKTPOHHBIE He(UATHBIC JICHFIH (HE paBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 1O 0€30NMaCHOI padoTe ¢ YIEKTPOHHBIMYU I€HbTAMM:

1. IlpuBsku K cueTy MOOWIBHBIM TenedoH. DTO caMblii yAOOHBIE M OBICTPBIM croco0
BOCCTAHOBHTH JOCTYNl K cyery. [IpuBs3aHHBIA TenedOH TOMOXKET, ecli 3a0yAenrb CBOM
IIJIATEKHBIN [1apOJIb WU 3alIEIb HA CAalT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcnonp3yii ogHopa3oBeie mapoinu. [locne mepexona Ha YCUIICHHYIO aBTOPH3AIUIO TeOe yxe
He OyJIeT yrpokaTh OMACHOCTh KPakHl WJIH MepeXBaTa IIaTeKHOTO MapoJis;

3. Bribepu cnoxsbiii maposb. [IpectymHukaM OyneT HE MPOCTO YrajaaTh CIOXKHBIA Tapoilb.
HanexwHble maponu - 3TO mapoJiu, KOTOpbIE COJAEpkKAT HE MEHee 8 3HAKOB M BKJIOYAIOT B cels
CTPOYHBIE W TIPONUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KaK 3HaK JoJuiapa,
¢dyHTa, BOCKJIMIIATENIbHBIN 3HaK ¥ T.1. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JIAHHBIC HA CalTax, KOTOPBIM HE JOBEPSICIIb.
DJIeKTPOHHAsI MOYTA

DONEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUS U MPEAOCTaBISIEMbIE €10 YCIYTU IO MEPEChUIKE U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOIIEHHUH, KOTOpbIE PpaCHpelNessiloTCs B KOMIBIOTEPHOW CETH.
OO6bIuHO 3JEKTPOHHBIN MIOYTOBBIN SAIIHAK BBITJISIIUT CJEAYIOIIUM oOpa3zom:
UMS_TIOJIb30BATENA(@UMS_JTIoMeHa. Takxke KpoMe TMepelayd IpPOCTOro TEeKCTa, HUMeeTcs
BO3MOXXHOCTb NepeiaBaTh Qailsibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ ANEKTPOHHON MOUTOM:
1. Hamo BBIOpaTh mNpaBUJIBHBIM IOYTOBBIA cepBUC. B MHTEpHETE €CTh OrPOMHBINA BBHIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIydlle AOBEPSTh TEM, KOO 3Haellb U KTO MEPBBIH B

pEeUTHHrE;

2. He ykaspBail B JMuYHOW mouTe JWuYHY0 uHpopmanuioo. Hampumep, nyumie BbIOpath
"My3bIKaJIbHBIN (aHaTt@" wim "pok2013" BmecTo "temal3";

3. Hcnonp3yil AByX3TanmHylo aBTOPU3ALMIO. DTO KOrJa IMOMUMO Mapoisl HYKHO BBOJIUTH KO/,
pucbUIaeMbIi 10 SMS;

4. Boibepu cioxHBIA Taponb. [Jig Kaka0ro MOYTOBOTO SIIUKA JOJKEH ObITh CBOM HaJIEXKHBIMU,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Eciu ecTb BO3MOXKHOCTb HAaIMCaTh CAaMOMY CBOM JIMYHBIA BOIPOC, HCIOIB3YH OTYy
BO3MO>KHOCTb;



6. Mcnonb3yid HECKOJBKO MOYTOBBIX AIMIMKOB. [IepBBIil AJ1s1 YaCTHOM MEPENUCKH C apecaTaMy,
KOTOPBIM Thbl JOBCPACIID. 9t0 SHCKTpOHHBIﬁ apeC HC HAaAO0 MCIIOJIL30BAaTh IMPU PETUCTpALIUN HaA
dbopymax u caifrax;

7. He oTtkpeiBaii (ailsibl U Apyrue BIOKEHUS B MHUChMaX, JaXKe €CJIM OHW MPHIILIA OT TBOUX
npysei. Jlydie yTouHu y HUX, OTIIPABIISUIH JTH OHU Te0e 3TH (haiiibl;

8. Ilocne oxoH4YaHMs pabOTHI HA MOYTOBOM CEPBHCE MEpesa 3aKpPhITUEM BKJIAJIKU C CaATOM He
3a0ynp Haxath Ha "BeiiiTu".

KubepOynauHr v BUPTyalIbHOE U3/1€BATEIIBCTBO

KubepOymnuHr - mnpecienoBaHWe COOOIIEHUSIMH, COICPXKAIUMH OCKOPOJICHHUS, arpeccHio,
3allyrUBaHME; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO PA3JIMYHBIX WHTEPHET-
CEPBHUCOB.

OcHoBHBIE COBeTHI 10 0opble ¢ KHOepOy IJIMHIOM:

1. He Opocaiicsa B 60ii. Jlyummii cioco6: mocoBeTOBaThCS KaK ceOsi BECTH U, €CJIM HET TOro, K
KOMY MOXHO OOpaTUTbCsS, TO BHayaje YCINOKOUThCA. Eciam Thl HayHEelb OTBEYaTh
OCKOpOJICHUSIMU HA OCKOPOJICHHSI, TO TOJIBKO eIle OOJIbIIe pa30AIKelTh KOH(PIUKT;

2. YupaBnsii cBoell kubeppenyraluei;

3. AHOHMMHOCTb B ceTu MHHUMasi. CyIlIecTBYIOT CIIOCOOBI BBIAICHUTb, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He crouT BecTH XYJIMIaHCKHH 00pa3 BUPTYalbHOH >kM3HU. MHTEpHET (UKCUpPYET BCEe TBOU
NENCTBUS U COXpaHsIeT UX. Y IaIuTh UxX OyleT KpailHe 3aTpyIHUTENbHO;

5. Cobmroait CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuuuuHblii HeraTHB. OJHOpa30BbIE OCKOPOHMTENbHBIE COOOIICHHS JIydIe
urHopupoBaTb. OOBIYHO arpeccust NpeKpallaeTcs Ha Ha4yaJIbHOW CTalny;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH COOOIIICHHUSIMHU, B COITHAIBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMPEIEICHHBIX apecOB;

8. Ecnu ThI cBuzmeTens kuOepOymuHra. TBou NEHCTBUA: BBHICTYNHUTH MPOTUB IpeCiieoBaTeNs,
MOKa3aTh €My, YTO €ro AEHCTBHs OLIEHUWBAIOTCA HETAaTHUBHO, MOJAJEP)KaTh KEPTBY, KOTOPOMH
HY’KHa TCHXOJIOTHYECKasi IMOMOIIb, COOOIIUTh B3pOCIBbIM O (haKTe arpecCUBHOIO MOBEIEHUS B
CETH.

MoOuabHbIi Tes1eoH

CoBpeMmeHHbIe cMapT(HOHBI U IUIAHIIETH COAEP)KAT B ceOe BIOJHE B3pOCIHbIA (YHKIHMOHAM, U
Terepb OHM MOTYT KOHKYpUPOBaTb CO CTAallMOHAPHBIMU KommbtoTepamu. OJHaKo, CpeacTB
3alUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKa OYEHb Majio. TeCTHpOBaHME W TOUCK YSI3BUMOCTEH B
HUX TIPOMCXOJUT HE TaK MHTEeHCUBHO, Kak ans IIK, To ke camoe kacaercs M MOOMIJIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yKe NPAaKTUYECKH JTOTHAIN HACTOJIbHbBIC aHAJIOTH, OJHAKO
pacmmpenue QyHKIHOHaNIa BIe4eT 3a c000# OOJIBLIYIO CI0KHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

ﬂaHeKO HEC BCC IIPOU3BOAWTCIN BBIITYCKAaKOT O6HOBJ'I€HI/I$I, 3aKpBIBAIOIIUEC KPUTHUYCCKUC
YA3BUMOCTU IJI1 CBOUX yCTpOfICTB.



OCHOBHBIE COBETHI JIs1 6€30IaCHOCTH MOOMIIBHOTO TeneoHa:

Huuero He sBuserca mno-HacrosieMy OecriaTHbIM. bynp ocTopoxeH, Beab Korga Ttebde
IpeararoT OecraTHbIi KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIYTH;

Hymaii, mpexxae gem otmnpaBuTh SMS, ¢oto mnu Buneo. Tel TOUHO 3HaelIb, T/ OHU OYIOYyT B
KOHEYHOM HUTOre?

Heo0xo1uMo 0OHOBIISTE OMEPAIIHOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBHPYCHBIE IPOTPAMMBI JJ11 MOOMIIBHBIX TeIe(hOHOB;

He 3arpy>1<a171 MNPUIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOTYT COACPIKATH
BPCAOHOCHOC ITPOrpaMMHOC 06CCHC‘ICHI/I€;

Iocne Toro kxak Thl BBIHACHIL C CaifTa, I71e BBOJIWI JIMYHYIO HH(GOPMAIHMIO, 32l B HACTPOHKHU
Opaysepa u ynanu cookies;

HepI/IOI[I/I‘ICCKI/I HpOBepHﬁ, KaKHUC IINIAaTHBIC YCJIYI'M aKTUBUPOBAHBI HA TBOECM HOMCPC,

JlaBaii cBoW HOMEp MOOWJIBHOTO TenedOoHa TOJBKO JIIOMSAM, KOTOPBIX Thl 3HACHlb U KOMY
JIOBEpSiCIIb;

Bluetooth momxeH OBITH BBIKIIIOYEH, KOTZa Thl UM HE MOjib3yelibcs. He 3a0biBail MHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIe OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBAaTHIBAIOIINE PAa3BICUCHUsI, 00BEIUHSIONINE
COTHH ThICAY YEJIOBEK 10 BceMy MUpPY. Irpoku uccneayroT JaHHbII UM MHp, OOLAKOTCS IPYT C
JPYTOM, BBIIIOJIHSIOT 3a/1aHUS, CPAXKAIOTCSl C MOHCTPAMHU U TIOJIY4aroT ONBIT. 32 y10BOJILCTBHE
OHU IIATAT: HOKYNAOT JUCK, OIUIAYMBaIOT AOOHEMEHT WU IPHOOPETat0T KaKUEe-TO OILIUH.
Bce 31u cpeacTBa uayT Ha oAJAepKaHUE M pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30IaCHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIUH, BBIITYCKAIOTCSI HOBBIE MaT4X (IIM(POBbIE 3arIaTKH

JUTS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO)IO6HI)IX HUrpax CTOUT OIMaCcaTbCA HE CTOJBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXHu TBOCTO
mapoJjid, Ha KOTOPpOM OCHOBAaHa CUCTEMA aBTOpU3aALUU OOJIBIIIMHCTBA urp.

OcHoOBHBIE COBETHI 110 0€30I1ACHOCTH TBOET0 HUI'POBOro aKKayHTa:

1. Ecnu apyroit urpok BeAeT cels IIOX0 WM CO3JaeT Te0e HeMpUSTHOCTH, 3a0JIOKUPYH ero B
CITUCKE UTPOKOB;

2. lloxanyiics agMUHHCTpAaTOpaM HWIPbl Ha IUIOXO€ IOBEACHHE 3TOI0 MIPOKA, XKEJIATEIBHO
IIPUIIOKUTH KaKHe-TO JI0Ka3aTeJIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii TMuHYy0 HHPOpPMALUIO B ITpodaiise Urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;
5. He ycTanaBnuBaii HEOPUIMAIBHBIC TATYH U MOJIBI;

6. Micnionp3yi CII0’KHBIE U pa3HbIE NapoJIy;



7. Jaxxe BO BpeMsi UTPbl HE CTOUT OTKJIFOYaTh aHTUBUPYC. [Ioka Thl Urpaenib, TBOH KOMIBIOTED
MOTYT 3apa3uTh.

@OUIIHUHT WA Kpaka JUYHbIX TaHHBIX

OObIYHON Kpaskel JeHer W JOKYMEHTOB CEroJlHSl YK€ HHKOTO HE YIWBHIIL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIINIJICHHUKN TEPEMECTUIIUCh B HWHTEPHET, M TPOJOJDKAIOT
3aHUMAThCS "MMIOOUMBIM" JIEJIOM.

Tak nosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYESCTBA WM (PUIIMHT, I1aBHAS LIEJIb KOTOPOTO
COCTOHUT B TOJyUYECHUU KOHPUACHIMAIBHBIX JaHHBIX TOJIB30BATENICH - JJOTHHOB M maposeir. Ha
aHrnuickoMm s3pike phishing unrtaetcs xak ¢umuHr (ot fishing - peiOnas nons, password -
1apoJib).

OcHoBHBIE COBeTHI 0 00opble ¢ PUIINHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelib, 4YTO TBOSI aHKETa Oblja B3JIOMaHa, TO
He0o0X0IMMO 3a0JOKHpOBaTh €€ U COOOUIMTh aJAMHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEe;

2. HCHO)’IB3y1>i Oe3omacHbIe Be6-CaI>'ITLI, B TOM YHUCJIC, MHTCPHCT-MAara3nHoB U MONCKOBBLIX CUCTCM;

3. Hcnonw3yil cnoxkHble W pas3Hble Mmapoiu. TakuMm oOpa3oMm, eciau TeOs B3JIOMAlOT, TO
3II0YMBINUICHHUKH MTOJTYYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOsi B3JIOMald, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no6aBiieHbl y T€Os B IpY3bsX, O TOM, YTO T€0s B3JIOMAJIM U, BO3MOKHO, OT TBOErO UMEHU OyAeT
pacchuIaThCs CllaM M CCHUIKH Ha (DUIIUHTOBBIE CANUTHI;

5. YcranoBu HanexHsbli napoiss (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHUe MapoJs B Opaysepe;

7. He oTkpeiBail Qailsibl U Apyrue BIOXKEHUS B MUChbMaX, Ja)Ke €CJIM OHM MPHUILIM OT TBOUX
npy3ei. Jlydie yTouyHu y HUX, OTIIPABIISUIH JTH OHU TeOe 3TH (haibl.

Hudposas pemyranus

udposas pemyramust - 3TO HeraTHMBHAas WM TO3UTHUBHas HMHQOpManuss B ceTd O Tebe.
Kommpomerupytomas undopmanus, pa3MelieHHas B UHTEPHETE, MOKET CEPbE3HBIM 00pazoM
OTpa3UTbCs Ha TBOEW peayibHOW ku3HU. "Lludposas penmyranus" - 3T0 TBOM UMMIK, KOTOPBIN
(dbopmupyercs u3 nHpopManuu o Tede B UHTEPHETE.

TBoe MecTo KHUTEIbCTBAa, yueObl, TBOE ()MHAHCOBOE IOJOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorre TOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K IyOJUKAIlMK JUYHOW HWH(POpMAIMK B
HNuTtepHeTe, He MOHMMAas BO3MOKHBIX MOCIEACTBUM. ThI 1aXke HE CMOKEIb J10TaJaThCsl O TOM,
yTo (pororpadus, pasmerieHHas 5 JeT Ha3al, CTaja MPUINHON OTKa3a MPHUHATH TeOst Ha padoTy.

KommenTtapuu, pasmenieHre TBoux (Gortorpaduil u apyrue AeicTBUS MOTYT HE HUCUYE3HYTh JaKe
1ocjie TOro, Kak Thl MX yAanuiib. Thl HE 3HACIIb, KTO COXPaHWI 3Ty WH(POPMAIHKIO, Tonaia Jin
OHa B IIOMCKOBBIE CHCTEMbl M COXpaHWIACh JM OHA, a IJIaBHOE: 4TO MOAYMAarT O Tebe
OKpY’KalolIue JIOAH, KOTOPBIE HAMIyT W yBUIAT 3T0. HaifTu mHpOpMamuio MHOTO JIET CIYCTS
CMOXeT J000H - Kak M3 JOOpPbIX MOOYXKJIEHHUH, TaKk U C HAMEPEHUEM NPUYUHHUTH Bpeld. DTO
MOXET OBITh KTO YTOJIHO.



OcHoBHbIE COBETHI 10 3aIMTe UM(POBOIi penyTanuu:

1. Ilogymai, pexkie 4eM 4To-To MyOJIMKOBaTh M IIEpeIaBaTh y ceOsi B OJI0re Wi B COIMAIBHON
CeTH;

2. B Hactpoiikax mpo¢wmis YCTaHOBH OTpaHMYEHHMS Ha MPOCMOTP TBOETO MPOPHIS U €ro
COJIEP>)KUMOT0, ClIeail ero ToJabKO "1 apy3ei';

3. He pa3meniaif u He yka3biBail MHPOPMAIUIO, KOTOPAas MOXKET KOTO-JIHO0 OCKOPOIATH WU
00OMKaTh.

ABTOpPCKOE NIPaBo

CoBpeMeHHbIE UIKOJBHUKA - aKTHBHBIE MOJb30BaTeNn LUdpoBoro mnpoctpaHcTBa. OmHako
JlaJIeKo HE BCE 3HAIOT, YTO IOJIb30BAHHME MHOTUMH BO3MOXKHOCTAMHU LU(PPOBOro Mupa Tpedyer
COOMOIeHNsI TpaB Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh. TepMUH "WHTEIUIEKTyaJIbHAsI
COOCTBEHHOCTB" OTHOCHUTCSI K Pa3IMYHBIM TBOPEHHUSM UYEIOBEYECKOTO yMa, HAYMHAsl C HOBBIX
n300peTeHni U 3HaKOB, 0003HAYAOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHYUBas
KHUTaMHu, (oTtorpadusiMu, KUHOQUIBMAaMH W MY3BIKAJbHBIMH IPOHM3BEACHUSMU. ABTOPCKUE
IIpaBa - 3TO IpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh HA IIPOM3BEACHUS HAYKH, JIUTEPATYyPhl
U HCKycCTBAa. ABTOpPCKME IIpaBa BBICTYNAIOT B KAauecTBE TapaHTUH TOIO, 4YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TPpyA aBTOpa HE OyJIeT HampacHbIM, JacT €My CIpaBeAIMBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTh U NMPHU3HAHHE.
Huxkro 6e3 pa3perieHust aBTopa He MOKET BOCIIPOU3BOJUTH €r0 IPOU3BEIEHUE, PACTIPOCTPAHSATH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MYOJIUYHO
UCIOJHATh, MOKa3bIBaTh/MCIONHATh B 3¢upe uiau pasMmeniate B MHrepnere.lcnonbs3oBaHue
"OUpaTCKOro" MPOrPaMMHOTO OOECIEeYeHHsT MOXKET MPHUBECTH K MHOTUM PHUCKaM: OT MOTEpH
JAHHBIX K TBOMM aKKayHTaM J10 OJJOKMPOBKH TBOETO YCTPOWCTBA, I[i€ yCTAHOBJIICHA HeJleraibHas
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYIOT JIerajJbHble MU OecIulaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOXKHO HalTH B CETH.

O nmopraJie

CereBu4oK.p( - TBOM TTIAaBHBIM COBETYHK B CETH. 3/1€Ch Thl MOKEIIh Y3HATh O 0€30MaCHOCTH B
CCTHU IMOHATHBIM U JOCTYIIHBIM A3BIKOM, a IIPYU BO3SHUKHOBCHUU KpHTH‘I@CKOfI CUTyallun
00paTUTHCS 32 COBETOM. A TakXKe IMPUHATH y4acTHe B KOHKYPCaX U CTaTh CAMbIM LU(POBBIM
rpaXKIaHUHOM.



